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Building Voice VPN with Simton IPX

(Simton Technologies, Inc.)

Version 6

With Simton IPX, the small and medium businesses can easily consolidate data and voice network
together to increase productivity, reduce the operating cost and streamline business process;
emerging VoIP service providers can easily offer business communication service with high quality

service and no maintenance cost.

This paper provides an overview of Simton IPX technologies including:
= Simton IPX core patented technologies
= Simton IPX product family
= How to deploy enterprise intranet using Simton IPX
= How to migrate legacy PSTN voice to VoIP using Simton IPX

= How to integrate with VoIP service network
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Executive Summary

The last decade has seen tremendous shifts in telecom communications landscape. The early
nineties were marked by steady growth in the adoption of the internet protocol (IP). Telecom
system vendors modeled their businesses around carriers and tierl&2 ISPs. Their research and
development mainly catered to the needs of data and voice convergence for telecommunication
operators and the large enterprises. The data/voice convergent communication systems have never
been available to small businesses, especially small company with less than 100 employees. In
today’s globalization, both small and medium businesses have ability to play a global role. Their
target market is not limited geographically any more. These small and medium businesses often
have branch offices in multiple cities or multiple countries. They need the similar data and voice
convergent services as the large enterprises do. Simton Technology, Inc was founded to address this
market space. The mission of Simton Technologies is to make Simton IPX a brand name in data
and voice convergent systems arena for small and medium businesses and, teaming up with VoIP
service provider, to promote the IPX-based solution as a standard solution for small and medium
businesses.

Simton Technologies was founded in May 2003, with main offices in Boston, USA and Wuxi,
China. Simton has research centers and sales branch offices in San Francisco, USA, Shanghai and
Jinan, China. The core team of Simton Technologies consists of a group of very experienced
telecommunication experts in the Boston area of the United States. The senior members of the core
team have, on average, over 15 years of experience from known companies such as Cisco, Nortel,
Lucent, 3COM, and Sonus. Simton IPX products are the team’s achievement based on their
expertise in ASCI design, hardware systems, embedded software, network security, and voice over
IP technologies.

Since beginning, the company has been focusing on the development of true hybrid IP PBXs for
small and medium businesses. These hybrid IP PBXs are used to help SMBs to converge their data
and voice network together. Simton IPX is very scalable and flexible. The Simton IPX has been
widely used with new Internet telephony service provider networks. In many international
conferences, Simton IPX’s products have won awards for Best Product. Simton IPX’s H500 was
deemed the Product of Year of 2006 by a well-known North American telecommunication
magazine “Internet Telephony”.

Simton IPX products have a broad range of scale and a rich set of services to satisfy all the needs
of various small and medium businesses. Simton IPX can conveniently help small and medium
businesses set up a secure data/voice intranet. With such intranets in place, voice calls between
remote extensions would be convenient, clear, secure, and free. Computers in different offices
would be able to use the same application software, to access the same database system, and to
share network resources. With this intranet, the productivity is greatly improved and operating cost
is dramatically reduced.
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Introduction to IP/Hybrid PBX

A traditional Private Branch Exchange (PBX) is an enterprise voice communication system that
connects business telephones at a business site to the Public Switched Telephone Network (PSTN).
The PBX switches calls and provides aggregation and distribution of calls to and from the PSTN
via trunk interfaces. An IP PBX utilizes Voice over Internet Protocol (MolP) technology to
packetize voice and switch it via an IP network (LAN/WAN). Hybrid PBX supports both IP and
traditional TDM (Time Division Multiplexing) technologies for switching voice calls.

With the rapid growth and maturing of IP network infrastructure, the market demand for voice
dramatically shifts from legacy TDM technology to VoIP technology. Fundamental to this
transition is the elimination of the traditional TDM-based PBX switch with the replacement of
IP/Hybrid PBX switch. Enterprise VOIP is leading to the integration of voice and data networking
equipments. Consolidating voice and data into common IP/Hybrid PBX can dramatically reduce
the overall operating and maintenance cost. Similar functions from voice and data networking are
suitable to consolidate into common elements such as:

 WAN port: Voice and data can share the WAN port and the Internet connection.

* Network security: Many voice security issues are intertwined with data network such as
firewall and Denial of Service.

With IP/Hybrid PBX, one device plays the Customer Premises Equipment (CPE) role which meets
the requirements from both voice and data applications. These integrated platforms can be fitted
into the hot demands for small and medium businesses (SMB) and branch offices of large
enterprises.

Simton IPX Technologies

Distributed VoIP Technology

The Simton IPX product family ranges in number of users supported, but their features and
capabilities are very similar. Simton’s core technology is its patented distributed VoIP architecture.
Simton IPX products are very flexible and can play multiple roles simultaneously. Simton IPX
products can serve as both a CPE device and as a server system. Any two IPX systems can form a
peer-to-peer secure connection over public IP network. IPX systems can also be a server to serve
other VoIP terminals. In addition, Simton IPX products can work with both traditional PSTN and
emerging internet telephony service provider networks. The below picture explains the overall
roles Simton IPX can play.
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Simton IPX (a)

Simton IPX (b) Simton IPX (c) Simton IPX (y) Simton IPX (z)

Figure 1 Distributed VoIP Technology

In Figure 1, IPX (b) and IPX (c), IPX (a) and IPX (x), IPX (y) and IPX (z) can form a peer-to-peer
connection respectively and they can communicate with each other directly. In addition, IPX (b)
and IPX (c) can, via IPX (a), communicate with each other indirectly. Thus, IPX(a) might be a
small service center for the local area, helping IPX(b) and IPX(c) communicate with IPX(x/y/z).

Simton IPX products can have multiple external voice network connections. For example, IPX(a)
can have a connection to a PSTN network, while also having connections to VoIP service provider
networks. Based on predefined strategies and call routing rules, Simton IPX products can select the
best path to complete voice calls. When one path is not available, the backup path can be selected
automatically.

All-in-One and Flexibility

Simton IPX is an Internet access device with a rich feature set, which meets the different demands
from different customers. Simton IPX integrates the multiple functions together such as IP routing,
NAT, security firewall, VPN server, and DNS/DHCP server. As a network access device, Simton
IPX has several choices to access the internet, including DSL, cable, and fiber-optic networks. All
the computers behind the Simton IPX share the same Internet connection. Simton IPX security
functions protect both data and voice applications.

Simton IPX is defined as a hybrid IP PBX. It entails all the services and features of a traditional
PBX. It supports traditional analog phones, IP phones, and soft phones. Simton IPX also supports
external PSTN lines and VoIP trunks. Thus, Simton IPX can extend the PBX services from a local
site to a remote location if needed.
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Figure 2 Simton IPX supports various terminals

The Simton IPX functions are explained with Figure 2. In Figure 2, 101 is an analog phone. 102 is
a fax machine. 111, 112, 131 are IP phones. 121 is a soft phones which are running on PC. The IP
phone and the soft phones have very good mobility. They are just plug-in-play without the need of
any extra configuration change. These give the huge benefits to business operation during an office
move, a business trip, or when someone works at home.

The external PSTN lines can be shared by all internal extensions, including the IP phones. A single
VoIP account allows multiple incoming and outgoing calls to be made simultaneously. Different
service plans from traditional telecom service providers and from emerging Internet voice service
providers have different advantages. For example, some allow free local calls, while others charge
a flat rate for international calls to certain countries. Simton IPX allows the administrative user to
set up strategies and rules so that each customer can select the best plan to fit its needs. Simton IPX
will automatically route voice calls using the best path, least cost and best quality.

In summary, Simton IPX allows multiple PCs to access the Internet securely. It supports different
kinds of telephones to use different voice service plans. Simton IPX is scalable and has a great
amount of flexibility, and can meet the needs in a variety of environments.

Voice Quality

The high voice quality offered by Simton IPX has been mostly praised by Simton IPX customers.
Simton Technologies used many of its own patented techniques to ensure voice communication
reliability and quality, which includes special QoS mechanism, dynamic network condition
detection, encrypted signaling, self-adaptive voice processing parameter negotiation, media
transportation redundancy, and fast rerouting.

Simton IPX provides a set of mechanism allowing users to not only adjust signal strength for the
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PSTN of different countries and but also adjust speaker and micro-phone volume for different
analog phone sets.

Network Security

Simton IPX has a built-in state-full security firewall. Using the sophisticated data network security
policy, Simton IPX can prevent its LAN from external attacks and protect internal confidential
information from being leaked out. In general, the business web servers or email servers are
attached to its LAN network and provide public services. All these several servers are under the
security protection of the Simton IPX.

The secure IP tunnels of Simton IPX can be used to form a secured VPN among remote branch
offices of an enterprise. Data/voice communications among these different locations become very
convenient and safe as if they were in the same location.

Reliability

Simton IPX’s chipset, hardware architecture, and embedded software have all been designed and
developed using telecom-grade standards. They include top-of-the-line DSP processor chips,
network processor chips, and data encryption chips. Redundancy and fault tolerance are a part of
hardware and software design. When an abnormal event occurs in the system, the system can
automatically detect the problem and recover by itself. Most real-time communications are ensured
without any interrupt.

Multiple Internet access accounts, multiple PSTN lines, and multiple IP phone service accounts can
be configured on one Simton IPX at the same time. Simton IPX monitors the status of external
links and accounts. Whenever an external resource becomes unstable or unavailable, Simton IPX
can select an alternative path based on predefined policies. In this way, the business
communications are guaranteed without any interrupt.

Manageability

Simton IPX’s GUI allows the system administrator to conveniently manage and maintain the IPX
system. Each Simton IPX has a built-in domain name. No matter if the external IP address is static
or dynamic, a network administrator can always use the domain name to remotely manage the IPX.
Network administrator can also set up centralized management server to configure and monitor
individual IPX with getting into the managed IPX systems. Additionally, System administrators can
customize the IPX for localization, including language, greetings, music, and usage patterns of the
PBX.
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Simton IPX Product Family

The voice and data communication requirements of small and medium businesses are varied
depending upon each business situations and characteristics. For instance, some businesses have a
T1 or E1 digital trunk; others have DSL or Cable broadband connections. Some businesses have
sales offices all over the world; others may have multiple centers within a country. Some
businesses allow their employees to work at home; others may have supporting engineers on the
road. Simton IPX understands these variations and designs a series of products, which meet the
different needs. Each customer can choose one or two product families which match its situations

accordingly.
Product | Model | Edhernet | PC | It | R | | accounts

IPX P201-1 2 1 1 8 8
P200 P202-0 2 2 0 8 8
P200-2 2 0 2 8 8
IPX 0411 2 16 4 1 16 16
Office "og11 2 16 8 1 16 16
IPX H604-4 2 32 4 4 32 32
H600 H608-2 2 32 8 2 32 32
H600-6 2 32 0 6 32 32
IPX B1016-0 2 64 16 0 64 64
B1000 B1008-8 2 64 8 8 64 64
B1012-4 2 64 12 4 64 64
B1000-16 2 64 0 16 64 64

Registered Voice Mail Conference E1/T1
Users Boxes Participant Modules

IPX S6300 1024 1024 64 1,24

Figure 3 Simton IPX Product Family Specification

The Simton IPX P200 is the world’s smallest and most

elegant hybrid IP PBX with the size of a deck of cards. The ’ @
IPX P200 is suitable for very small office such as home office

and mobile office. When used with IP phones or soft phones, it can support an office of up to 8
people. It can also be used as a standalone product, or can be used to peer with other Simton IPX.

Simton IPX H600 is the most widely deployed
product line among Simton IPX family which is
suitable for small business up to 32 employees in
one location. A single system can satisfy all the needs of a small office’s data and voice network
including an IP routing, firewall, and legacy PBX and etc. Such an integrated system greatly

T prry
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simplifies the network maintenance of a small office.

The Simton IPX B1000 supports many
more external PSTN lines, analog phones,
and IP phones. If multiple IPX B1000
systems are stacked up, they can satisfy the
communication needs of a large building or a campus. The IPX B1000 can also be used as an IP
PBX or a sizeable VoIP gateway.

. The Simton IPX S6300 are the server systems of the IPX family. They
1i! provide voicemail services, audio conference services, billing and
accounting services, firewall traversal services, voice call aggregation services, and most
importantly the call routing service. IPX S6300 can significantly simplify the management and
maintenance of the enterprise voice and data network.

Deploy Enterprise Intranet Using Simton IPX

Data VPN

For a global firm — small, medium or large, it is crucial to let multiple sites easily communicate
each other no matter it is a voice call or data sharing. Many large companies invest huge amounts
of capital to establish its own Virtual Private Networks (VPN) among multiple sites. With Simton
IPX system, small and medium businesses have chance to build up the similar secure VPN network
with very little capital investment.
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Figure 4 IPX Based Data VPN

In Figure 4, secured IP tunnels are set up between two peer IPX’s of the branch offices. Computers
behind IPX’s in different locations can access the same server as if they were in one location. If a
name server is placed in the enterprise network, they can use an internal domain name to access
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each other. Network based software applications such as finance/accounting, CRM, ERP, and
development tools, can be shared by teams in any location of an enterprise.

Voice VPN

The most common communication among branch offices in an enterprise network is the phone call.
Voice conference calls are also often used if teams from different sites work on the same project. In
the traditional telecommunication world, voice communication among branch offices is not only
complicated, but also expensive. Large enterprise burns tons of money and builds its own voice
intranet to simplify all the internal voice call. Such networks are meant to improve the efficiency of
coordination among teams. SMBs have difficulty to build a similar voice intranet due to its capital
constraint. With Simton IPX, however, small and medium businesses can easily own a similar
voice intranet with the minimal capital spending.
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1ol 10z 1oz

T

£ 7

301 302

Figure 5 IPX Based Voice Intranet

Figure 5 indicates a voice intranet for a SMB. The branch offices are in multiple different
geographic locations. Voice calls among these branches can be just 3 digital dialing if they are
configured correctly. For example, from extension 101 in one country, to call 202, which can be in
a different country, the user just needs to dial the 3 digits. Other calling methods sometimes require
the dialing of over 20 digits. Therefore, a voice intranet with Simton IPX dramatically improves
inter-branch communication efficiency without any additional cost.

All-in-One System to Satisfy Different Needs

Simton IPX is an all-in-one system which includes the capability of a traditional PBX, IP PBX, IP
router, Firewall, and DNS/DHCP server. The following customers easily take advantages of Simton
IPX and converge their data and voice network together.

Small Medium Business -- A small office only needs an Internet access account and a phone
number from service provider, plus one Simton IPX system. All phone sets and PCs simply connect
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to the Simton IPX. It can satisfy all needs of voice communication and Internet access for a small
medium business. With one Simton IPX, network management and maintenance become simple.

The business with different geographic location — Simton IPX has the well-known strength of
easily building an IPX-based voice and data intranet for an enterprise. Because of Simton’s
distributed VoIP technologies, the data and voice convergent intranet can be easily scaled without
limitation on the number of remote offices and mobile offices. The communication services
including PBX features can spread to multiple sites. The public resources of any site can be shared
by the entire enterprise. With a minimal investment, small and medium business can have its own
efficient intranet network.

Outsourcing Company - Two Simton IPXs can be deployed in two locations — one is in main
office and another is in a remote site — either domestic or international. Data and voice VPN
between headquarter and a remote site can be easily set up. The employees in the remote site can
use phones and PCs to provide services to their customers as if they are in main office. Customers
would not be able to identify where the services are provided - from main office or remote branch.

Mobile Office -- Each Simton IPX can have phone numbers of multiple countries. A sale person
can have a Simton IPX with him during a business trip. No matter which city or country he goes to,
the local phone numbers of different countries are always with him and his laptop is kept stay up
within his home network. In other words, he takes his office with him.

Family Member Connections -- When family members, relatives, and friends have Simton IPX,
they can be naturally connected with each other. The IPX based network becomes their virtual
community network, spanning multiple cities and countries. The resources (with certain
permissions) on the each member IPX can be shared by other people with authentication. For
example, a child attending an oversea college has a Simton IPX and his parents have a Simton IPX
in their home country. The student can call his parents directly using the IPX network. The student
can also call any one in his home country by making call through his parents’ Simton IPX.

Leverage Network Resources from PSTN and ITSP

Leverage Resources from PSTN network

Simton IPX can inter-work with a local PSTN network. It can be assigned with local phone
numbers and communicate with any wire-line phone or wireless phone. When an external call
comes in, the caller can dial a local or remote extension as if they were the same. The caller can
hear a customized greeting or be directly connected to the operator. The Simton IPX system can
also be configured to automatically direct calls to a virtual attendant or voicemail system.

A Simton IPX based voice intranet can be composed of many IPXs deployed in different
geographic locations or countries. They serve as a virtual wide-area PBX. The virtual wide-area
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PBX has phone numbers and connections to the PSTN network of different countries, which
become common resources for every extension on the entire network. From any extension, calling
external phones of another country is convenient and free of charge.
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Figure 6 Voice Intranet inter-work with PSTN

In Figure 6, extension 101 in city A can call external number in city B through the IPX in city B.
Communication between city A and B is free of charge. All extensions 101, 102, 201, 202, 301, and
302 share the same external numbers 8651085219582, 862152657775 and 17817521110. For
example, in city C, a company’s customer can call a local phone number to reach the company, but
the customer service team can be at another branch or anywhere in the world.

If a salesperson has a small IPX, he can go anywhere as long as he has an internet connection. He
can make calls back to his home city free of charge. The people in his home city still call his local
phone number to easily reach him.

Leverage Network Resources from VoIP Service Providers

In many countries, new emerging Internet telephony service providers offer normal phone numbers
and phone services in the same way as traditional telephone services, but over the Internet. The
advantages of subscribing to Internet phone services include the cheap communication cost, the
ability to have simultaneous calls, the ability to have multiple phone numbers, and a wide variety
of services.

Simton IPX can work with any internet phone service providers. Multiple IP phone service
accounts can be configured on the Simon IPX. Some accounts may have very good rates to certain
countries, while others have better rates or quality for local calls. The user can set up dialing
policies to ensure that calls to different destinations can automatically go through the most efficient
IP phone service account.
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Figure 7 VOIP Service Accounts

In Figure 7, the IPX has both Chinese and American VoIP accounts. The extensions exist as if they
were in the respective countries the accounts are held in. Thus, an external caller can call into any
extension via the VoIP account that is in the same country as the caller. Likewise, an extension can
call out using either VoIP account, thus the call will not be charged for long distance.

Resource Usage Authorization

Communication between IPX’s is free, but call-in/out of an IPX network may or may not be free,
depending on the cost of the service needed to reach such an outside area. In other words, the use
of external resources may involve some costs. Simton IPX has a mechanism that administrates the
usage of external resources. This mechanism prevents unauthorized use of external resources.

T
S Ciyd
l % Lacal PSTN ./

., -
L]

-

s i
i aand it 7 CityC s
Branch 2 % Local PSTN /

_______ -

L]
' il
1 ]
0
'
g
1°°°3
3 1 H
@ @ L Provider Z

301 02

A\

Figure 8 External Calls Authentication

There are many ways an extensions can use the resources of the voice intranet. A local extension
can call both local and remote external numbers. In the latter case, long distance calls are charged
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as if they were local calls. An external caller from one IPX can call an external location at the other
IPX by going through the IPXs. In this way, any two callers with access to connected IPXs can
make long distance calls as if they were local.

Simton IPX has the ability to authorize the usage of voice intranet resources and to generate the
accounting records of the usage of such resources. The employees of a company, the employee
family members, the partners of the companies, and the people on business trips can be assigned a
username and password individually, so that they can take advantage of the IPX intranet’s
resources. Meanwhile, the cost of long distance calls can be avoided.

Wide Area IP PBX

Put all features and capabilities of voice intranet together, the IPX systems in different locations
form a wide area IP PBX as the following figure.
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Figure 9 Wide Area IPX

All extensions within the voice intranet work together as in the same building. One operator or
reception is for entire organization including remote offices. All PSTN lines in different countries
are the local lines to everyone in the organization. External calls from any of those countries can
reach anyone in the organization. External calls can be rerouted out through another interface in
another country.
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Migration to Simton IPX-based Convergent Network

Build up IPX-Based Intranet Step by Step

Simton IPX, empowered by its patented technologies, allows flexibility in the construction of a
voice and data intranet. Based on the scale and structure of a network, each Simton IPX can be a
server to manage other IPX’s, can be a peer to other IPX’s, or can be an end terminal managed by
other IPX’s.

Using a peer relationship, Simton IPX-based voice intranets can be a mesh network. In such a
network, there is no centralized server. This kind of network has capabilities to gradually grow and
does not have to worry about a single point of failure. However, when the total size of a mesh
network becomes large, the maintenance becomes burdensome.

If Simton IPX is used as a central server, a star-shaped voice intranet can significantly simplify
network management and maintenance. However, a single point of failure may be very detrimental
to this network.

In real deployment, Simton IPX-based voice intranets can be a combination of a mesh network and
a star network. The flexibility of Simton IPX allows the voice and data intranet to be built step by
step and to grow as needed. The flexibility also allows the intranet to be managed in an efficient
manner, without reducing reliability on any given IPX.

Interoperation with legacy PBX

Although there are lots of advantages and reasons to building an IPX-based data and voice intranet,
some enterprises still want to protect their investment of the previous legacy PBX. Simton IPX has
the built-in capability to inter-work with legacy PBX and allows the legacy PBX seamlessly to
become a part of enterprise VoIP intranet. The extensions on the legacy PBX do not need any
changes. They can reach remote extensions in the same way as they are direct extensions of an IPX
in the intranet.

Conclusion

With the maturing of IP infrastructure, SMBs and enterprises gradually adopt VoIP technology and
migrate their legacy TDM-based PBX into IP/Hybrid PBX. Simton IPX is designed to meet these
market demands. With its patented core technology, Simtom IPX is scalable, flexible, reliable and
manageable. The major market segment Simton IPX addresses to is commercial market which
covers small and medium businesses. SMBs can spend less money and build up a high flexible and
secure data/voice intranet using Simton IPX. The business operating costs can be reduced
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dramatically once SMBs have their own data/voice intranet. Besides that, their productivity is
improved and business process is streamlined. In a word, it is time for SMBs to transit to VoIP
technology from legacy PSTN technology.
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